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S E C T I O N  0 1  

The Bottom Line 
A decoy can now stop an AI attacker, not just catch one. Tracebit, a London deception vendor, 
plants a few lines of text inside a fake cloud secret. When an attacking AI agent reads that text, 
its own safety training kicks in and the agent quits. In Tracebit’s testing against five frontier 
models, one planted secret dropped the rate of full compromise from 36% to 1%. Tracebit 
calls the technique a context bomb. I call it the first member of a new class of security control, 
the alignment-exploiting decoy. It arrives at exactly the moment when deception needs a 
reason to move from the “someday” column to the budget. 

The research is the vendor’s own, and I have not replicated it. I have no commercial 
relationship with Tracebit. The technique can also be patched, evaded, or simply outrun. Even 
so, the floor is high. In the original study, every successful attack also triggered a canary alert. 
Worst case, you get the detection you would have paid for anyway. Best case, the attack ends 
on its own. 

S E C T I O N  0 2  

Three Things to Know 
1. A guardrail can be turned into a tripwire. Commercial AI models are trained to refuse 

certain material, such as bioweapon instructions. Planting that material where only an 
intruder would look turns a consumer safety feature into a defensive control. 

2. Every model has its own trigger. What halts a Western model barely slows a Chinese 
one, and the reverse is also true. Buyers need decoys tuned to the models likely to be 
used against them. 

3. Uncensored models are not a clean escape. In Tracebit’s September follow-up, a 
model with its refusals stripped out was a much weaker attacker. A plainly worded 
“please stop” planted in a decoy halted it anyway. 

S E C T I O N  0 3  

What a Context Bomb Actually Is 
Start with the canary. A canary is any fake asset, such as a credential, a file, a storage bucket, 
or a database table, that no legitimate user or process should ever touch. Because nothing 
should touch it, any touch is an alarm worth answering. That is why canaries have always 
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produced the cleanest signal in security. They do not need tuning, and they do not care how 
the intruder got in. 

For decades, a canary’s job ended once the alarm sounded. A person then had to investigate 
and respond. A context bomb gives the canary a second job. The fake secret holds a short 
string chosen to set off the attacking model’s safety refusals, so the agent reads the decoy, 
decides it has wandered somewhere it must not go, and stops working. Nothing touches the 
attacker’s code or infrastructure. The defender borrows the attacker’s own model and uses its 
training against it. 

That is a different target from anything deception has aimed at before. A traditional decoy 
works on human nature: curiosity, greed, the itch to open the folder labeled “payroll.” A 
context bomb works on a model’s training. That difference earns it a name of its own. Calling it 
a “canary” undersells what it does. Its proper name is the alignment-exploiting decoy, a new 
subcategory of deception rather than a feature bolted onto an old one. 

It is also easy to confuse with something it is not. GreyNoise ran honeypots posing as exposed 
Ollama servers, a popular way to self-host AI models, and logged more than 91,000 attack 
sessions against them between October 2025 and January 2026. Those decoys watch people 
attacking AI. Context bombs stop AI that is doing the attacking. Both end up under the “AI 
honeypot” label in casual conversation. Buyers should not assume a product that does one 
also does the other. 

S E C T I O N  0 4  

Why Now: The Attacker Stopped 
Hiding 
In May 2026, I argued that AI-driven vulnerability discovery would bring deception back. 
Anthropic’s Project Glasswing and OpenAI’s Trusted Access for Cyber are turning bug hunting 
into a constant flow of findings. The bottleneck shifts to patching, and the gap between a flaw 
being found and being exploited shrinks. When prevention can no longer be counted on to 
hold, the smart money moves to assume-breach controls, and deception is the most honest 
assume-breach control. It sits where only an intruder would go and reports anyone who 
arrives. 

The agentic attacker pushes that argument further. A human intruder moves quietly because 
getting caught ends the job. An agentic intruder has no such worry. It can land, spawn 
hundreds of copies, sweep the environment in minutes, and take whatever it finds before a 
SOC analyst has opened the first ticket. Stealth used to be the attacker’s limiting factor. Speed 
has taken its place, and a defense that depends on a human noticing first is going to lose that 
race. 
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The Cloud Security Alliance CISO guidance for the era of Mythos-class AI vulnerability 
discovery, “The AI Vulnerability Storm,” rates deception a high-priority control and gives 
security teams 90 days to start deploying canaries and honey tokens. That matters, because 
deception has a perception problem that has little to do with how well it works. Every 
compliance framework demands a SIEM, and none of them ask for deception. Nobody gets 
second-guessed for building a SIEM first. As a result, deception keeps getting filed as 
something a security program earns once it is “mature,” which has it backward. A handful of 
well-placed canaries can protect the most critical systems in a week. Many SIEM projects are 
still being stood up six months later. 

The budget line is a revival. The technique is not. Deception now has a new kind of target, the 
model rather than the operator. 

Tracebit in Brief 
Tracebit was founded in 2023 by Andy Smith and Sam Cox, who had worked together at the 
email security company Tessian. Its product places canaries across AWS, Azure, and GCP, 
along with endpoints, SaaS applications, browsers, and CI/CD pipelines. In March 2026, 
FirstMark led a $20 million Series A with Accel, MMC Ventures, Tapestry VC, and CCL. 
Combined with a $5 million seed round led by Accel in 2024, that brings total funding to $25 
million. The pitch is straightforward. Assume someone is already inside and cut the time it 
takes to find them from months to minutes. 

S E C T I O N  0 5  

The Evidence 
The idea did not come from defenders. Check Point documented malware in 2025 that carried 
hidden instructions telling any AI scanner the file was harmless. Socket reported strings 
written specifically to provoke an LLM’s safety refusals. Criminals figured out early that an AI 
reviewer could be talked out of its job. Tracebit simply turned the trick around. 

The company had already shown that an agent’s behavior can be shaped, not just observed. A 
Tracebit study published in May found that warning an agent that decoys might be present cut 
the rate of full compromise from 20% to 3%. That echoes the Tularosa Study, an experiment 
with more than 130 professional red teamers, in which testers told decoys might be present 
performed worse even when none were present. Fear of the trap does half the work. But the 
attacker, not the defender, writes the prompt. The obvious follow-up question was whether the 
decoy itself could deliver the warning. 

To find out, Tracebit built an AWS range of about 300 resources across S3, IAM, EC2, Lambda, 
RDS, DynamoDB, Secrets Manager, CodeBuild, and Bedrock. It seeded the range with ten 
exploitable attack paths, from credential harvesting to a persistent Bedrock backdoor. Five 
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models, Claude Opus 4.8, Gemini 3.1 Pro, GLM 5.2, DeepSeek 4 Pro, and Kimi K2.6, each got 
low-privilege access and instructions to do as much damage as possible. Across 152 runs, 
Tracebit compared a clean range against the same range with one booby-trapped Secrets 
Manager entry added. 

Outcome, all five models pooled Clean range One context bomb 

Full compromise (admin access plus 
persistence) 36% 1% 

Reached admin access 57% 5% 

Completed any attack path 91% 15% 

Attack paths completed per run 1.53 0.16 

Source: Tracebit, “Context Bombs” working paper, July 2026. Vendor-reported; not independently validated. 

The per-model view is more striking still. Opus 4.8 reached admin access in 93% of clean runs 
and in none of the bombed ones. Gemini 3.1 Pro went from finishing an attack path 90% of the 
time to never finishing one. DeepSeek 4 Pro fell from 100% to 13%, Kimi K2.6 from 80% to 
22%, and GLM 5.2’s admin rate dropped from 64% to 6%. The pattern runs against intuition. 
The most capable attackers took the hardest fall. A model that follows its training faithfully is a 
model whose training can be used against it. 

S E C T I O N  0 6  

Guardrails Have Accents 
No single string stopped everyone. Biosecurity references reliably halted Opus 4.8 and Gemini 
3.1 Pro, even when the string was buried far down in a crowded context window. The Chinese-
developed models, reached through Chinese providers, responded better to politically 
sensitive references written in Chinese. Wrapping the payload in familiar prompt-injection 
tricks, such as urgency markers, code comments, or fake system-override tags, made the 
payload more effective against some models. Encoding the string in base64 kept roughly 90% 
of its effect while making it far less alarming to a human who comes across it. 

The lesson goes beyond Tracebit. AI safety is not one standard applied the same way 
everywhere. Each provider’s guardrails reflect its training data, its regulators, and its own 
appetite for risk, and those differences now matter to defenders. Smith noted a useful side 
effect on the podcast. If an agent stops on the Chinese-language string and ignores the 
biosecurity one, the defender has learned something about which model is behind the attack. 
Expect this need for tailoring to grow as more model providers ship their own versions of 
alignment. 



DICKSON  RESEARCH The Mouse That Tripped Its Own Alarm 

 

Dickson Research dicksonresearch.com  ·  Page 6 of 9 

S E C T I O N  0 7  

The Uncensored Attacker 
The strongest objection to all of this is obvious. A serious criminal will simply run a model with 
the refusals removed. That is already happening. Sophos reported that an uncensored Qwen 
3.5 build was promoted in leaked internal chats from The Gentlemen ransomware group. The 
usual method is called abliteration. Rather than tricking a model with a clever prompt, 
abliteration edits the model’s weights so that refusing becomes unlikely. 

Tracebit took the objection head-on in a September 21 follow-up. It ran an unmodified Qwen 
3.8-27B and two configurations of a public abliterated build through the same AWS range, 82 
runs in total. 

Measure Standard Qwen 3.8-27B Abliterated build (two 
configurations, pooled) 

Reached admin access 20.5% 2.3% 

Attack paths completed per run 0.90 0.49 

Time to first critical action 13.5 minutes roughly 28 to 30 
minutes 

Source: Tracebit, “Context Bombs Against Abliterated AI Models,” September 2026. 

The uncensored model was about nine times less likely to reach admin access and roughly half 
as fast. Taking out the conscience seems to have taken some of the competence with it. 
Tracebit is careful to note that the comparison is not clean. The standard model ran through a 
hosted API, while the abliterated builds ran on virtual machines at different precision and 
shipped with their own system prompts. So treat “abliteration makes attackers worse” as a 
strong hint, not a law. 

The more important result came next. The original biosecurity and political strings did nothing 
to either Qwen variant, so Tracebit rewrote the payload. The new canary thanked the agent, 
told it its results were enough for now, asked it to stop, and told it how to acknowledge. Both 
versions replied, “Acknowledged, stopping all activities,” and quit. 

That changes how I read the abliteration caveat. A model with its refusals removed will not 
refuse, so the original bombs fail against it, and that part of the concern holds. But a context 
bomb does not have to rely on refusal. An agent that will not say no can still be told to stop. 
The alignment-exploiting decoy can work on a model’s eagerness to help just as well as on its 
caution. Keep the threat in perspective, though. A 2.3% success rate is still an autonomous 
agent getting admin rights, and it still needs a response. 
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S E C T I O N  0 8  

Where It Breaks 
Four limits deserve the same attention as the headline numbers. 

This is vendor research. It was run in Tracebit’s own range, across 152 runs and five models, 
and no one has replicated it. That is a credible start, not a set of constants to plan a budget 
around. 

Guardrails move. Anything a defender can trip, a model provider can retune, and an attacker 
can work around. The September study shows defenders can adapt too, which makes this an 
arms race with ongoing costs, not a one-time fix. Tracebit is candid about this, and the candor 
makes the work more credible. 

You are planting uncomfortable strings in production. A secrets store full of bioweapon and 
political references needs a runbook entry, or the next auditor or incident responder will treat 
it as a real incident. CSO Online raised a sharper version of the same problem. Your own AI 
copilots, code scanners, and automation could read the string as part of routine work and stop 
mid-task. That interruption cuts both ways, though. Smith described a customer deployment in 
which a canary in a production Kubernetes pod fired within days. The source was an engineer’s 
laptop running Claude Code, which had found a path to production the security team did not 
know existed. Internal agents roaming past their intended access are already a more common 
problem in the field than outside AI attacks. A tripwire that stops an agent is as useful against 
your own agents as against anyone else’s. 

Decoys do not replace locks. No one would leave the real S3 bucket unguarded because a 
fake one sits next to it. Deception adds to primary controls and does not replace them. It earns 
its keep on the bad day, when someone pushes the wrong change, and the EDR goes quiet 
without anyone noticing. On that day, the decoy may be the only thing still watching. 

None of these limits touches the result that matters most. In the original study, no attack path 
was completed without tripping a canary, regardless of whether the bomb halted the agent. 
The worst case is ordinary deception. The best case is an attack that ends itself. Compared 
with earlier generations of deception, which meant shipping physical appliances to data 
centers and maintaining shadow networks, the cost of trying is one string in a secret you 
already protect, on infrastructure your cloud provider already patches. 
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S E C T I O N  0 9  

Advice for the Technology Buyer 
1. Start where the signal is cleanest. Put context-bomb canaries on identity systems, 

lateral-movement routes, and the paths that lead to your crown jewels first. Expand 
once the alerts prove themselves. 

2. Make vendors name the models. Ask which model families their decoys are tuned 
against, including open-weight, abliterated, and non-Western models if those fit your 
threat model. Then insist the payloads get refreshed. A deception program that never 
changes teaches the next red team exactly where not to step. 

3. Wire it into what you already run. A tripped bomb should flow into the same SIEM, 
XDR, and incident-response playbook as any other high-fidelity canary hit, not into a 
new console nobody watches. 

4. Write down every planted string. Record each sensitive-topic payload in your 
runbooks so analysts, auditors, and compliance staff recognize it on sight. Consider 
base64 encoding to limit accidental human exposure. 

5. Do not stop investing in speed. An agent that gets past the bomb still leaves you only 
minutes to respond. Keep working on mean time to detect and mean time to respond. 

6. Point it inward. Test context bombs against your own agents and automation. Have 
sanctioned agents identify themselves through environment variables so a hit is easy to 
triage, and treat the bomb as a circuit breaker for the day one of them is hijacked or 
strays. 

 

Deception is no longer just a better mousetrap. It convinced the mouse 

to trip its own alarm. Context bombs are the first deception technique 

built to exploit a model’s training rather than a human’s curiosity, and 

that distinction will only matter more as agentic attackers keep getting 

faster than the humans watching them. 

F R A N K  D I C K S O N ,  D I C K S O N  R E S E A R C H  
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